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IPS
Protection

ACCELERATED

Blended and Multi-Threat Security Protection

Fortinet's family of security products provide a fully integrated and complete solution to detect and eliminate a wide
spectrum of attacks and malicious activity including blended threats, intrusion attempts, viruses, trojans, worms,
spyware, grayware, adware and denials-of-service. Using network-based ASIC-accelerated hardware platforms,
combined with an integrated series of sophisticated Dynamic Threat Protection engines, Fortinet is able to deliver the
highest level of multi-threat security and industry-leading performance at a lower total cost of ownership. These
security engines, delivered by Fortinet's award winning FortiOS,"™ can be used separately or together to provide IT Fortinet's ASIC-Based Multi-Threat Security
administrators with a comprehensive security solution. Solutions Deliver Real-Time Performance
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Solution

Fortinet offers a scalable and easy to deploy line of FortiGate IPS security systems that can be installed seamlessly at the network edge or as an IPS solution
deployed at the network core to protect critical business applications from external as well as internal originating attacks. In addition, with Fortinet's SOHO and
SME FortiGate models, security administrators are now able to cost-effectively deploy the same level of IPS protection at branch offices that in the past was only
available for the corporate headquarters. By tightly integrating industry leading security technologies IPS, Antivirus, Antispam and Stateful Firewall, Fortinet
delivers the best-in-class security available for enterprises and service providers to combat the complex blended threats that use multiple methods to infect hosts
and self-propagate.

Fortinet is the leader in next generation ASIC-based network security systems
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FortiGuard™ Distribution Network
Fortinet's FortiGuard Intrusion Prevention (IPS) service

delivers the indus;iryls fastest rgs;ponse to loda.y slfasl.- FORTIGUARD VALIDATION ENGINE NI & SERVIGE VALIDATION. CUSTOMER DATABASE
spreading attacks. Via the FortiGuard global distribution ! }
network, Fortinet's (IPS) service provides automated “push”
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updates to the IPS signature database and protocol anomaly
engines to protect enterprises against the latest exploit SE FIENDAS palhs SPAMBALINGE SFONTARASE
attempts and detect suspicious network activity.

FortiGuard Delivers Industry-Leading Security Services for Real-Time Protection Against the Latest Threats
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FortiGuard Center
www.fortinet.com/FortiGuardCenter FortiGate IPS Performance by Model (using HTTP, 32k files)

Global IPS Research Team

FortiGuard's IPS service leverages Fortinet's team of worldwide security specialists to produce detection and prevention responses within two hours after
recognition of a new attack exploit. Fortinet security specialists work with many of the world's threat monitoring organizations such as CERT and SANS to
leverage new vulnerability discoveries, and work to produce signatures, anomaly detection engines and prevention measures to update custorners’ FortiGate IPS
systems before the vulnerability becomes an exploit. FortiGuard's scalable distribution network can push IPS updates to all FortiGate IPS systems within minutes.
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IPS Deployment

Deployed in conjunction with an existing firewall, the FortiGate™

IPS system is deployed in the traffic path inspecting incoming PUBLIC - N
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and outgoing packets for malicious and malformed content. o

The FortiGate system’s highly accurate |PS engine and high ROUTER FIREWALL CORE L3
availability (HA) configuration ensures maximum availability SWITCH
of network resources.

VLAN 150

MARKETING
VLAN 100

Network Core and Branch Dffice IPS

Fortinet's flexible architecture and scalable product line allows for network core deployments to protect against external and internal
attacks while the FortiGate system’s extensive product line allows security administrators to cost effectively deploy IPS protection to smaller
branch offices. FortiManager™ centralized management delivers a single console interface to manage thousands of FortiGate systems.
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Enterprise with IPS Bypass
Fortinet's FortiBridge™ option offers enterprises
fail-open protection for FortiGate systems deployed
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flexible architecture supports monitoring of traffic from

a network tap or mirrored interfaces from the core
switch. The FortiGate systern can generate detailed traffic
logs and alerts for analysis and auditing.
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CUSTOMER SATISFACTION

“Securing our customers' VolP conference calls is a top priority for
Polycom and we are excited that our work with Fortinet has enabled
secure, real-time UCC calls for our customers.”

- Ed Elliot, Sr. Vice President & General Manager
Polycom Video Systerns Division
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