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Summit® WM Support for Third-Party Access Points

Overview

Summit WM series of WLAN controllers supports third-
party Access Points (APs). This solution allows deployment
of a Summit WM series controller in a way that integrates
legacy third-party APs, using a combination of network
routing and authentication techniques. With this solution,
traffic remains local to the network to which the third-party
AP is connected. The administrator can setup the policy to
block all external connections and only allow traffic flows
for clients to access resources on the same LAN segment.
Alternatively, the third-party AP mode in the Summit WM
controller can route wireless traffic to outside of firewall or
provide limited network access control to the corporate
networks.

Differences between Third-Party
APs and Altitude APs

The primary difference between third-party APs and
Altitude APs on the Summit WM series controller is that a
third-party AP exchanges data with the Summit WM series
controller’s data port using the standard IP over Ethernet
protocol. Some other differences include:

e Third-party APs do not support the tunneling protocol
for encapsulation.

e The Wireless Mobility Access Domain (WM-AD) used
for third-party APs is mapped to the physical data port
and the default gateway for the mobile units is mapped
to the wireless mobility controller.
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e Summit WM cannot directly control or manage the
configuration of a third-party AP. For example, the
third-party APs are required to broadcast an SSID
unique to their segment. This SSID cannot be used by
any other WM-AD. Therefore, roaming from third-party
APs to Altitude APs is not supported.

e Privacy (encryption) cannot be defined and provi-
sioned on Summit WM for third-party APs. Therefore,
privacy must be configured on each individual third-
party AP.

Concept

In a third-party AP setup, one of the data ports on

Summit WM is defined as a third-party AP port (see Figure

1). This prepares the port to support a third-party AP setup
that allows the mapping of the WM-AD to the physical port.

Connecting Third-Party APs

The installation of a third-party AP must reside on a
separate LAN segment that has Summit WM as its default
gateway. Each third-party AP must have their routing
capability disabled and be acting as Layer 2 bridges. The
configuration of a static route should be defined in the
Summit WM configuration to reach the third-party APs.
This will route the third-party AP to its designated SSID/
Subnet.
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Figure 1: One of the Data Ports on Summit WM is Defined as a “Third-Party AP” Port.
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WM-AD for Third-Party APs

When configuring a WM-AD for a third-party AP, a dedi-
cated Access Domain must be defined as a third-party AP
port. The third-party AP must be defined by its [P Address
and MAC address to Summit WM. It will appear in the list of
APs known to the Summit WM series controller. The
third-party AP WM-AD is then isolated from the rest of the
WLAN network (see Figure 2).
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Summit WM then assumes control over the Layer 3
functions such as DHCP. The DHCP server within the
third-party AP must be disabled, so that the IP address
assignment for any wireless device on the AP is from the
DHCP server at Summit WM with WM-AD information.
(After the third-party AP WM-AD is created, you can have
internal or external DHCP server which can provide an IP
addresses to Wireless Client.)
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Figure 2: WM-AD for Third-Party AP.
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The WM-AD setting permits the definition of policy, such as
Captive Portal, that manages the network access control for
wireless users connected to these APs. The Captive Portal
authentication uses a secure “http” page at which it can be
setup with the WM-AD. The RADIUS Attributes and the
Filter IDs must be defined to match those in RADIUS. The
configuration of the filtering rules must be defined for the
third-party APs. Since the third-party APs are mapped to a
physical port, the Exception filters must on the physical port.

Summit Spy and Third-Party APs

The third-party APs that have been defined and assigned to
a WM-AD are considered as known APs by Summit Spy
engines during rogue AP detection. The known third-party
APs are listed separately in a screen. The third-party APs
that were deleted when search engines are running are
maintained as a separate list. Furthermore, the third-party
AP that appears as a rogue AP can be added to the friendly
AP list.
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Considerations:

On the Summit WM data port layout (see Figure 3),
only one data port can be dedicated to third-party APs.

The third-party data port must be configured to handle
third-party APs only. Any implementation of

Altitude 350 APs to the same data port can result in
loss of SLP Discovery to the Altitude 350 AP.

When the third-party AP is selected on the WM-AD, by
default all management by Summit WM to the AP will
be turned off.

The third-party AP must not be connected directly to a
router port since the APs are connected to Summit WM
as Layer 2 APs.

Summit WM does not control the security policy on the
third-party AP. If the third-party AP is not configured
to use encryption, the traffic between the third-party
AP and the clients are NOT encrypted.
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Figure 3: Summit WM Data Port Layout.
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